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O KOMINAHNA

MUPSSOFT - eBponenckad komnaHusa, ocHoBaHHasa B 2016 r. onsa pa3paboTku
nepenoBbIX NPOrPaMMHbIX MPOLYKTOB.

OCHOBHbIM NpoayKTOM, pa3paboTtaHHbiM koMnaHnen MUPSSOFT aBngetcsa Mynbtu
nnatdopmeHHoe nporpaMmmHoe obecnedyeHne MUPSBOX, 0CHOBHbLIMUK 3agavamu
KOTOPOro SABMSAKOTCA yrpaBrneHue, ayauT 1 pe3epBupoBaHmne KoHUrypawmim c CeTeBbIX
YCTPOWCTB, TaKUX KaK MapLLpyTU3aTopbl U KOMMYTAaTOPbI.

bonee natun net wrart nporpamMmMnCTOB TPYOUTCA HAO YJIydlWWeHNnemM "
ycoBepleHcTBOBaHNEM d)yHKLl,I/IOHaJ'Ia, voenad gojiKHoe BHMUMaHne MHEHUNKO U
noXkenaHnsiM Halux nosib3oBaTenen.

Y Hac ecTb nonb3oBaTenun 6onee 4em B 150 cTpaHax Mupa u ¢ KaxxablM QHEM UX
cTaHoBuTCA Bce 6onblue, Tak kak MUPSBOX HyXeH BCceM, KTO UMeET ,erno C CETAMU U

ceTeBbIM 060pyaOBaHNEM.

Mbi 6y,D,eM paabl coOTpyaHM4YaTb C BaMU U NpearioxKnm camMmble BbIrOAHbIE ycnosvm!
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MUPSB{X

w-}{" MULTIVENDOR / TECHNOLOGY SOFTWARE

MporpammHoe ob6ecneyeHne MUPSBOX obecnedynBaeT B3auMoaencTemne ¢
6ONbWMHCTBOM NONYNSAPHbLIX NponM3BoanTenen cetesoro obopygosanusa. o
cneumanbHON 3asiBKe NOMNb3oBaTeNen, NporpaMMnCTbl Hallen KOMNaHUM roToBbl
onepatnBHo gobaBuTb B pyHKUnoHan MUPSBOX BO3MOXHOCTb B3aMOAENCTBOBATL
c obopynpoBaHuem Heobxoammoro npomnssoantTens. Ha gaHHbIN MOMEHT
nogaepxuneaetca paborta ¢ Takumm 6peHagamm Kak:

el e MikroTik (g Check Point
FLERTINET JUNPEC  AelTex
S I
aruba @ orec A QD
J _—
E Extreme UB%ﬂTr ZyXEL D-Link

networks = NETWORKS

MO MUPSBOX ncnosnb3yeT COBpEMEHHbIE TEXHOSOMMN, B TOM YUCHE
MHOrOMOTOYHOCTb 06pabOoTKN AaHHbIX AN paboTbl ¢ 60MbLIMM KONMYECTBOM
YyCTPOWUCTB. Tak xxe nogaepxmsaetcsa npotokon IPv6.

JY AYOUT OBOPYOOBAHUA

Ponb ayauTa kpaviHe BaxkHa. OH NO3BONSIET AaTb UCHEpPNbIBatOLLEe NpeaCcTaBneHne o
COCTOSIHUM CeTeBOro U cepBepHoro obopyaoBaHus. PerynsapHoli ayanTt ceTeBoro
060pyaoBaHMs NO3BOMSET OLEHUTb YpOBEHb 6€30MacHOCTM AaHHbIX KOMMAHUN Ha
3Tane ceTeBOUN YySA3BMMOCTU. AyaAuUT NOMOXET BblsiIBUTb crnabble MecTa u faTb
peKkoMeHAauunm No NOBbILLEHMIO 3P PEKTUBHOCTW.

npumep:

B poyTepax I cepun I obHapyxeHa KpuTuyeckas
ysi3BuMocCTb (CVE-2019- i), kotopyto oueHunu Ha 10 n3 10 BO3MOXHbIX
6annoB no wkane yrpo3 CVSS).

VrxeHepb! I peKOMeHAYT CPOYHO YCTaHOBUTL NaTy Ha BCe poyTepsbl
noa ynpasneHnem I

>.| TPYNNOBOE KOHPUTYPUPOBAHUE

Pa6oTta c rpynnamu yctponcte-ogHo na npenmyuwects MO MUPSBOX. pynnoBoe
KOHUTypupoBaHue No3BONSET KONOCCaNbHbIM 06pa3om cokpaTUTb Bpem4
obcnyxnBaHMa 1 HACTPONKM ceTeBOro obopyaoBaHus. 3a CHMTAHHbIE CEKYHAbI Bbl
MOXEeTe OTNPaBUTb BaXXHble KOMaHAbl rpynnamM yCTPOMCTB, a HE KaXK4oMYy YCTPONCTBY B
OTAENbHOCTU, yaanaTb unn o6aBnATb pa3nnyHble KOHPUIypaUNOHHbIE HACTPOWKM.
OTO He TONMbKO CAKOHOMUT 4OPOroe BpeMsi YerIOBEKO-4acoB, HO U CBeAET K MUHUMYMY
MaLUMHanbHble ownoku. Mpm BO3HMKHOBEHMM NPOBeM B CeTu, peLiaTtb ux, paboTtasi ¢
rpynnamMmm ycTpoucTs, byaeTt ropasgo bbicTpee u nerye.
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BonNbLUMHCTBO KOMMAaHWM y>Ke NOHNUMALOT, KaKyto LLeHHOCTb NPeACTaBNAI0T akTyaribHble
backup (pe3epBHble KOMnK), 1 06BEKTUBHO OLIEHNBAOT BO3MOXHbIE YObITKM OT NPOCTOSA
B cnydae cb60s cnctembl 1 ee 4NNTENbHOIO BOCCTAHOBMEHUA BBMAY OTCYTCTBUSA
aKkTyanbHoro backup. Pnuck BO3MOXHbIX YObITKOB NOATaNIKMBaeT pyKOBOAUTENEN
komnaHuin u UT cneymanncToB nckatb CNOCoBbbl perynsipHo cobupaTb akTyasnbHble
backup. MUPSBOX - ngeansHoe peLueHue!

BACKUP - pe3sepBHble KONun KoHcpuUrypaumm

BaxHow 3agaden asnseTca cBoOeBpPeMEHHbIN BU3yanbHbI KOHTPOSIb USBMEHEHUN,
BHECEHHbIX B KOH(PUIypaLNOHHbIe HAacTporikn. OnepaTnBHbIN ayauT, OCYLLECTBNSEMbIN
MO MUPSBOX, no3BonnT 06HapyXnTb U3MeHeHNsa KOHUrypaumum (4aHHbIX), Kak
YMbILWEHHbIEe, TaK N HeYMblILWeHHble. Bce nameHeHus 0yayT oTpaXKeHbl B OTYeETE,
KOTOpPbLIV Bbl HE3aMeaMUTESIbHO Nnosiyuynte Ha e-mail unu B Telegram, 4To No3BonNuUT
NpeanpuHATL CBOEBPEMEHHbIE HEODX0AMMbIE ENCTBUS.

CMHXpOHM3aUMA OaHHbIX HA BCEX YCTPOMUCTBAX B rpynmne — BaXXHbI anemMmeHT 10
MUPSBOX. YnpaBnasa gaHHon doyHKUMEN, Bbl cO34aeTe CBON COOBCTBEHHbIE
KnacTepHble peLleHns U e4uHbIA CTaHgapT KOHUrypaumim a4ns Balimx yCTpOUCTB.

B MO MUPSBOX peanu3soBaHbl 6o5iee 30 cnocoboB coxpaHeHns KoHuUrypawuum,
C OTNpaBKoOM 0TYETOB Ha e-mail/sms/Telegram, Bknto4as BNOXEHUS C UBMEHEHHbIMU
KOHuUrypaumamm, a Ucnofib30BaHne CUHXPOHU3aUMN aHHbIX NMOMOXET HAaCTPOUTb
OTKa30yCTOMYMBbIE CETEBbIE U CEPBEPHbBIE PELLEHMS.
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QPP EKTUBHOCTb BHEOPEHUSA
MUPSBOX Software

BHegpeHue MO MUPSBOX, pewaeTt aBe rnobanbHble 3agayun: BO-NepBbIX, Bbl
nony4vyaeTte BaXHbl PYyHKLUMOHAN HEOBXOANMbBIN B KOMNAHUN, @ BO-BTOPbIX,
oONnTUMU3NPYyeTe N 3HAUYUTESIbHO COKpaLlaeTe eXXxeMeCAYHble pacxobl, nony4vas
OLLYTUMYO SKOHOMWUYECKYHO Bbirogy!

KPI (Key Performance Indicators, KPI)

Kntouvesble nokaszatenm s eKTUBHOCTU MeHeaXepa rno npoga)xam 4oCTaToO4HO
NOHATHbI. MeHekep no npogaxam - yHMBepcanbHast eANHULLA U K HE 3a4acTyHo ferko
npumeHnTb KPI (KONnn4yecTBO XONOAHbLIX 3BOHKOB, NPOBEAEHHbIX BCTPEY U
3aKJII0YEHHbIX COeNoK). 3Hasa KONIMYEeCTBEHHYIO OLLEHKY pe3yribTaTa, Mbl MOXeEM
oueHUTb ero padoTy. B cnyyae xe ¢ UT cneymannuctomM nokasatenm apPekTMBHOCTH
A0CTaTOYHO CIOXHO paccynTaTb, COOTBETCTBEHHO N OLEHUTL €ro paboTy 00 bEKTUBHO
ropasgo crioxHee!

T agmunHucTpartop # nporpammuct!

OcHoBHaga 3agada CucteMHoOro (ceTeBoro) agMnuHUcTpaTtopa - HacTpamsaTb U
ynpaBnATb onepaumoHHbIMU CUCTEMAMU C UCMNONb30BaHMEM Pa3SIMYHbIX NPOrpaMMHbIX
KOMMJSIeKCOB. 3a4acTyto, B CBA3U C OTCyTCTBMEM Heobxoanmoro N0, agMnHucTpaTop
BbIHY>XAEH NOrpyxartbcs n oby4yaTbCs a3am NporpaMMmnpoBaHuns, Ana HanncaHus
CKpUNTOB, CKpUNTO-Nporpamm u 1.4. Ha Takoe obyyeHne exxemecs4Ho 3aTpavynBaeTcs
OrpPOMHOE KONn4ecTBo paboyvero BpemMeHu 1 CPeACcTB, a XenaeMblil pesyrnbstar MoXeT
OblTb Tak U He 4OCTUTHYT. CoagepXaTb B KOMNAaHUM KOMaH4y NporpaMMmnUcCToOB AN
HanucaHug crneunanuanpoBaHHbix 10O n ong ganbHenwen ero NogAepPXKn, ABHO
9KOHOMUYECKM He LernecoobpasHo. [laxxe CUCTEMHbIN aAMUHUCTPATOP, BbINOMHAOLLUN
dyHKLUMIO nporpammMmucTa 6ygeTt o6xoantbca komnaHum goporo. Ecnun UT otgen
CKOHLEHTPUpPYeTCS Ha CBOMX OCHOBHBbIX 3aa4vax U 06s3aHHOCTAX, 3 pekTUBHOCTL T
AenaptameHTa noBbICUTCA B pasbl!

Baw cepBep

B uensax 6esonacHocTtu, MO MUPSBOX He siBnsieTcs CTOPOHHMM 0051ayHbIM cepBrcom!
Mporpamma MUPSBOX ycTaHaBnMBaeTCs Ha cepBep, HaxXo4sWMNCs nog Ballnm
HenocpeacTBEHHbIM KOHTporeMm, 6e3 Bbixoaa B VIHTepHET.

Oma3bi8 Hawezo KnueHma:

Ucnonb3ys npoepammy MUPSBOX, uHxeHepbl U cucmeMHble adMUHUCmMpamopbl KOMaHuu noay4yaom
MosHbILU KOHMPOJIb Had yrpasneHuemM cemesbiMu yecmpolicmeamu, MaHurynsgyusiMu ¢ KOHgbu2ypayuoHHbIMU
Hacmpolikamu u obcryxxueaHuem daHHo20 obopydosaHusi. Pykogodumenb UT [JenapmameHma KoMnaHuu
cMoe nodcyumamsb CKOMIbKO paboyux Yacoe OHU 8blugpanu, npumeHus gpyHkyuoHan [0 MUPSBOX.
Pesynbmamsi eneyamnsitom: okosio 1000 yacos e 200 paboye2o spemeHu bb1i1o cakoHomneHo! Onupasicb Ha
amu OaHHble, 8bl MOXeme caMu OUeHUMb 8b1200Y 8 OEHEXHOM 3K8u8arieHme, U OHa MOXem 8apbuposambCsi
om decsimkog 00 COMeH MbICSY yCII08HbIX €OUHUL,.



JlnueHs3nn

BaxHyto ponb B nogbope nporpaMmmHoro obecneveHna urpaet LeHa npogykta. Bot
noyemMy 60nbLLOE KONMYECTBO BaXXHOro hyHKLMOHana ans ceteBoro o6opyaoBaHus B
MO MUPSBOX npefocTtaBngaeTca coBepLUeHHO 6ecnnaTHo.

[lononHuTenbHbIe NNaTHbIe MoAYW NpeasiaratoTCs B BUAE NULEH3NIA PA3HOTO YPOBHS B
paMKax Moayrisi o npuemMriemMbIM LleHaM.

MANAGEMENT

[pynnoBbie komaHabl Yepes API, SSH,

3anpoc-oTBeT kKoMaHabl, paboTa ¢ Bepcuamu OC

AUDITING

Onpoc obopynoBaHue n cbop BaxHOM MHGOpMaLmn
Mogenb, Bepcna OS, ROM, Uptime, Serial Number
MAC address u T.4.

BbicTpbIn nonck, punstpaunsa, akcrnopt B Excel

AyaunT nameHeHus KoHurypaumim HacTpoek

ceTeBoro obopyaoBaH1s ¢ ONoBeLLeHneM
(BrioXkeHve n3ameHeHnn)

’.\ bonee JertalribHas VIHCbOpMaLI,VIFI O IMueH3npoBaHUn OOCTYMNHa Ha caunTte
Function\License BO Bl B2 BS BD
Price FREE $35 $70 B2($70) FREE*
Annual price - - - $356* -

Time License Unlim Unlim Unlim *1Year * 7 Days

Count Device 10 50 500 Unlim Unlim

Pa3Butmne HOBbIX BO3MOXHOCTEW

Mommmo ocHoBHbIX GyHKUMI B [TO MUPSBOX AOCTYNHbLI U NOCTOAHHO [,06aBNSA0TCA U
pa3BMBaOTCHA HOBbIE DYHKLIMOHANbHbIE MOLYIN.

Ha gaHHbI MOMEHT OOCTYMHbI crieaytoLmMe AONOMHUTENbHbIE MOAYIIN:

SYSLOG

KonnekTop cobbITUN OT CeTEBbLIX YCTPOUCTB 1 cepBepoB. icnonb3yeTca ans
permcrTpayum pasfimyHblX TUNOB COOLITUI, @ Takxe Ana dunbTpaymm no
pa3HoOoOpa3HbIM NapamMeTpam 1 ONMOBELLEHMN O TEX UIN UHbIX COObITUAX. Hanpumep,
MapLWpPyTM3aTop MOXET OTNpaBnsaATb COOOLWEHNS O TOM, YTO NoNb3oBaTeNMn
NOAKIYaTCA Yepes KOHCONMNb nn SSH.

HOTSPOT

Moaynb onga yoo6Hon 1 6bIcTpor aBTopuM3almmn nonb3oBaTenen Yepes web-6paysep.
LLnpoko npuMeHnM B 0OLLLECTBEHHbIX 3aBeeHUSX, TakuX Kak kade, rOCTUHMILbI, 3anbl
019 BbICTaBOK M KOHGDEPEHLMI, FOCTEBLIE CETU N T.4.

GEOTRACK

Moaynb ons onpegeneHuns reorpamMyeckoro MECTOMNOMNOXEHNA CETEBOTO
ycTpouncTBa(reonokauuns). icnonb3ys gaHHbIA MOAYINb, Bbl Bcerga dyaete B Kypce
MECTOIMOSIOXKEHMS BaLLMX YCTPOMCTB. Moaynb NO3BOMSIET OTCNEXMBATL NEpeaBMKEHNE
TPaAHCMNOPTHLIX 06bEKTOB, NPY YCNOBUM BCTPOEHHOTMO B HUX CeLnanm3npoBaHHOro
obopynoBaHus, B3anmogenctaytowero ¢ [0 MUPSBOX.

Traffic

Mogaynb, ocyuecTtensatowmi 6asosble PyHKUUN y4eTa Tpadmka No Takum napaMmeTpam
Kak: src-address / dst-address ; packet/bytes

B pasapb6ortke:

Configurator

Mopgynb BHeApeHUs KoHdUrypawmm no wabnoHy ¢ nepeMeHHbIMU Ha yCTPONCTBO UIn
rpynny yCTpOWCTB.

Policy

Moaynb, No3BONAKLWMNIA co3aaBaTh NOMNTUKN pearnpoBaHna Mexay pasnmyHbiMu
moaynamm MUPSBOX no cobbiTuio nnu no Tanmepy. Hanpumep, aBTomatnyeckas
CM€eHa yYeTHbIX AaHHbIX. TMbkue npasuna no npuHumny ECJTIN — TO ( ecnu BO3HMKNO
cobbITne, TO He06XO04MMO BbINOMHUTL CneayoLmne OENCTBUS).
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